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FAULT IDENTIFICATION MECHANISM FOR 

WIRELESS SENSOR NETWORK 

 

 

Abstract—Wireless Sensor Network (WSN) has wide variety of 

applications and has limited computation capability. WSN is 

composed of several thousands of sensor nodes which are 

capable of sensing, actuating and relaying the collected 

information. It is used in several fields such as military, 

healthcare, environmental, home and other commercial 

applications. The major research activities in the field of WSN 

are done on deployment, localization, synchronization, data 

aggregation, dissemination, database querying, architecture, 

etc. which are specific issues. Nodes are prone to failure due to 

energy depletion, hardware failure, improper channel 

allocation, communication link error, buffer failure and so on. 

Hence faults are one of the key challenges in WSN. This 

research mainly focuses on the identification of all possible 

faults that occurs unexpectedly using Fault Identification 

Technique (FIT). The simulation results demonstrate that FIT 

effectively identifies the fault. 

Index Terms- WSN, faults, FIT 

I. INTRODUCTION 

A Wireless sensor networks (WSN) are spatially distributed 

sensors which monitors the physical environmental conditions 

such as temperature, sound, vibration, pressure, pollutants or 

motion at different locations. Initially it was developed for the 

purpose of military applications such as battlefield 

surveillance. Later on it was used for most of the civilian 

applications which includes environmental and habitat 

monitoring, home automation, traffic control and healthcare[1]. 

 Since the wireless sensor nodes are spread over large 

geographic area and in large number, the occurrence of fault is 

also more. Apart from the environmental hazards, the sensor 

nodes are also influenced by the faults such as energy, routing, 

security, coverage, etc..,. Hence the probability of faulty sensor 

nodes will be greater than the traditional network nodes. 

 The sensor nodes are scattered into the field which is 

known as sensor field performs sensing and sending results 

back to the end user namely sink node. The main reason for its 

popularity is its low cost and its ease of use. Since it is operated 

autonomously for a long period of time and may not be easily 

approachable for battery replacement and maintenance due to 

its environmental conditions. Therefore faults and failure are 

common facts in WSNs. The existing fault management 

techniques are integrated based on the applications. 

  

 

 

 

 

 

 

 

A set of applications and its functions are designed 

specifically for this purpose which is known as fault-

management platform.  The main reason is its due to its 

resource and energy constrains. In order to design the fault 

management technique, there is need for considering the source 

of faults, various configuration, scalability, mobility and 

timeliness[2][3][4]. 

 The major issues that affect the design and the 

performance of the network are hardware and operating 

systems for WSN, wireless radio communication 

characteristics, security, quality of service, middleware, 

programming models for sensor networks, architecture, 

database centric and querying, data aggregation, data 

dissemination, transport layer, network layer, calibration, 

synchronization, localization, deployment, medium access 

scheme. This paper presents the details regarding the source of 

faults, the levels of faults and the causes along with its effects. 

The purpose of this paper is to identify all possible faults 

and give the possible solutions. Fault Identification Technique 

(FIT) helps to identify the faults at three levels namely 

hardware faults, software faults and network faults [5][6][7].  

 The rest of the paper is organized as follows: In 

section 2, we review the previous research work related to 

types of faults that practically exists in wireless sensor 

networks. In section 3 the proposed system, FIT Algorithm of 

our work are presented. The Simulation setup is shown in 

section 4. Conclusion and future work is explained section 5.   

.   

II. RELATED WORK 

Failures are unavoidable in wireless sensor networks due to 

the lack of monitoring and unattended deployment. There are 

many issues related to energy, memory and computational 

ability of a sensor node. The occurrences of faults are mostly 

due to presence of faulty sensor nodes. To identify a faulty 

node many techniques are proposed [8]. 

The faults are categorized into three categories: permanent 

faults, intermittent fault and transient faults. The permanent 

faults are those that are continuous and stable in nature. E.g. 

hardware faults within the components of a sensor node. The 

intermittent faults are unexpected faults which occurs 

occasional manifestation due to the uncontrollable 

characteristics of the hardware or the software being in a 
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particular subset of space.  The transient faults are due to the 

environmental impact such as the cosmic radiation on the 

sensing part of the sensor [9].  

The other sources of the faults are node level faults, 

network level faults, sink level faults and fault caused by 

adversaries. The nodes are fragile and it is easily affected by 

the environmental conditions or it may be due hardware or 

software failure thus resulting in the node level faults. (For e.g. 

nodes crash due to tree falling, direct contact of water may 

leads to short circuit in nodes, etc.)[10]. The dynamic changes 

in the network topology which creates instability of the link 

between nodes causing network partition is said to be network 

level faults. The data is stored and processed at the sink level 

i.e. the software can be subjected to bugs which leads to loss of 

data within a period of time when fault occurs. Therefore the 

failure of sink leads to massive failure of the network. The lack 

of infrastructure and the broadcast nature of the wireless sensor 

nodes enable the adversaries to intrude into the network and 

disrupt the whole functionality. The deployment in the critical 

application, the adversaries may attack which leads to node 

fault and in turn leads to the network faults and failure[20][21].  

III. FAULT IDENTIFICATION TECHNIQUE (FIT) 

The fault identification technique is used to identify the 

possible faults that occur in the wireless sensor network 

which includes hardware, software and network faults. The 

fault identification technique identifies the list of faults as 

mentioned below 

A.  BATTERY FAULT IDENTIFICATION 

 The sensor node should be energy efficient since 

their limited energy resource determines their lifetime. 

Battery type is important since it may affect the design. Low 

power consumption in sensor networks is needed to enable 

long operating lifetime by facilitating low duty cycle 

operation, local signal processing.  

Step 1: Generate two energy models for the same sensor 

node during the deployment. 

Step 2: model1, emodel2; 

Step 3: if emodel1<Energy_threshold 

Step 4: emodel1=OFF_STATE 

Step 5: emodel2=ON_STATE 

Step 6: Sensor node sends an alert message to the BS. 

 

B.  BUFFER FAULT IDENTIFICATION 

 The buffer of sensor node is limited. If the interface 

queue size is above the capacity then it leads to overflow or 

data loss. This is due to improper allocation of channel for 

data transmission or may be due to sensor fault. The sensor 

nodes have to receive and send the data simultaneously.  

    Step 1: Generate the interface Qsize of the sensor node as 

50. 

Step 2: Let qsize be the size of the packet sent by the 

neighbor node. 

Step 3: If qsize>Qsize 

Step 4: An alert message is sent to the BS. 

Step 5: Else 

Step 6: Continue with transmission of data. 

 

C. NO NEIGHBOR FAULT IDENTIFICATION 

 The sensor node normally senses and transmits the 

data. Few of the sensor nodes due to its movement may 

reach out of coverage and that kind of fault is identified as 

no neighbor fault. This kind of fault does not contain any 

solution since the node is out of coverage and there is no 

intermediate node for generating any warning or alert 

messages. The no neighbor fault can be identified as 

depicted in figure 1.  
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 Fig. 1. No Neighbor Fault 
 

D.FREQUENT DISCONNECTION FAULT 

IDENTIFICATION 

 Due to high movements of nodes, there is possible 

for frequent disconnection. This is a kind of environmental 

exceed condition. When the nodes have high velocity of 

movements which leads to frequent position change and out 

of coverage. 

  

E. IMPROPER MAC IDENTIFICATION 

Node 1 Node 2

Send RTS

Send CTS

No DATA 

Transmission

 Fig. 2. Improper MAC Fault 
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 The communication between the nodes takes place 

with the help of MAC layer. The improper MAC fault leads 

to no data transmission among the nodes. This results in 

communication less network.  

Step 1: The communication takes place between the nodes. 

Step 2: The sender sends the RTS to the receiver. 

Step 3: The Receiver in turn replies CTS to the sender. 

Step 4: If the receiver does not receive any data after 

timestamp, then the receiver   sends an alert message to the 

BS declaring that the node is fault. The improper MAC 

identification fault can be identified as depicted in figure 2.  

 

F. HIGH DELAY IDENTIFICATION 

 During data transmission both the sender and receiver 

should be synchronized. Delay is one of the key parameter 

for the quality of the network. Each packet of data is sent 

using the timestamp to reach its destination. The sender 

sends the packet with the timestamp and receiver should 

receive within the specified timestamp. In certain cases the 

sender may not be able to send the data within the 

timestamp which leads to delay. The high delay can be 

identified as depicted in figure 3. 

Step 1: Generate the packet along with the TTL value. 

Step 2: Assign the timestamp for data transmission. 

Step 3: If (timestamp>current time). 

Step 4: Then the packet is dropped. 

Step 5: Else resend the packet. 
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Fig. 3. High Delay Fault 

 

G. RESTART FAULT IDENTIFICATION 

 During the transmission of data the node may get 

restarted several times. This is due to any circuit fault. This 

may leads to delay of data transmission.eg the direct contact of 

water may leads to short circuit in the connection. 

 

H. MESSAGE LOSS 

 The data is transferred with the help of channel 

allocation. The channel has to be properly allocated based on 

the time stamp and the capacity. Due to lack of channel 

allocation or if the channel is overloaded, then there is a 

message loss. The QSize of the buffer is overloaded; the 

messages are dropped in order to clear the overloaded buffer. 

This is a kind of network fault and hence the data does not 

reach the destination. 

I.SENSOR FAULT 

The sensor may not work due to environmental 

factors or circuitry problem. If there is no reaction has occurred 

then it leads to sensor fault. This is a kind of application layer 

fault. In order to overcome the sensor fault, the multi sensor is 

approached. 

Step 1: Generate two sensors for the same sensor node 

during the deployment. 

Step 2: sensor1, sensor2; 

Step 3: if signal (! 1-3) 

Step 4: Sensor1 is fault 

Step 5: sensor1=OFF_STATE 

Step 6: Sensor 2=ON_STATE 

Step 7: Sensor node sends an alert message to the BS. 

J.ROUTING LOOP FAULT 

 The sender sends the RTS request and in turn the 

receiver replies CTS to the sender. Once the CTS reply is 

received, the sender starts sending the data. If the receiver does 

not send the ACK reply, then that leads to fault. Similarly if the 

received data is sent back to the same sender multiple times, 

then that leads to routing faults. The sender automatically sends 

an alert message to the Base Station. 

 

K.TIMER MISMATCH FAULT 

 Both the sender and receiver have been allocated with 

the time based on which the data has to be transferred. If the 

sender send or the receiver receives the data with mismatch in 

the timings. This is a mismatch in clock synchronization.  

Step 1: The communication takes place between the nodes. 

Step 2: The sender sends the RTS to the receiver. 

Step 3: The Receiver in turn replies CTS to the sender. 

Step 4: If the sender sends the data at different time and if the 

receiver does not able to receive the data at the same time. 

Then the alert message is sent to the Base Station y the receiver 

node. 

   

L.TRANSCEIVER FAULT 

 The circuitry problem may also leads to the 

transceiver fault. This is a kind of hardware fault as well as 

physical layer. If there is communication for a long period of 

time then there is a transceiver failure. The recovery for the 

transceiver fault is mutli transceiver approach. 

Step 1: generate two transceivers T1, T2. 

Step 2: if T1 is fault, then automatically T2 is switched ON 

and an alert message is forward to the Base Station. 

 

M. WRONG READINGS 

  Based on the data, the readings are checked. If there 

is a mismatch between those values, then it leads to wrong 

reading. These wrong readings may be due to sensor fault.  

 

IV. SIMULATION RESULTS 

In this section, we present simulation results of our proposed 

method Fault Identification Technique (FIT) to identify all 

possible faults in wireless sensor networks. 
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A. Simulation Setup 

A Wireless Sensor Network is a set of large number 

of sensors and a base station. Sensors are small-sized and 

low-powered devices deployed over a geographical area. 

The base station is where data from the sensors are 

gathered. Nodes communicate to each other by means of 

their neighbors. Thus, in order to reach the base station, 

sensors send the information to their neighbors and so on. 

Therefore, a communication tree is established between 

the sensors and the base station. The sensor nodes are 

created with the help of NS-2 simulator. 

 

B. Performance Evaluation 

 

Battery fault 

The figure 4 shows the comparison between nodes 

and residual energy. The energy of nodes gets decreased 

when the nodes get increased. After the energy gets 

depleted then there is no functioning of nodes. 

 

 
Fig. 4. Time vs. Residual Energy 

 

 Buffer fault 

 

The figure 5 represents the comparison of interval with 

dropping ratio. When the buffer gets overloaded and there is no 

transmission channel allocated for transmission then the 

packets are dropped. Hence the dropping ratio gets increased. 

 

 

 
Fig. 5. Interval vs. Dropping_ratio 

 

No neighbor fault 

The figure 6 represents the comparison of nodes with 

packets send. Due to movement, some of the nodes may 

reach out of coverage. There is no transmission of packets. 

Hence the Packet_send ratio is dropped. 

 

 
Fig.6 Nodes vs. Packet_send 

 

Frequent disconnection fault 

The figure 7 is comparison of nodes with disconnection 

count. Due to high velocity, there is a fast movement of 

nodes which leads to disconnection. Hence there is no 

transmission of data. 
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Fig.7 Nodes vs. Disconnection_count 

 

Improper MAC 

 

The figure 8 represents comparison of nodes with 

dropping ratio. When there is no proper transmission of 

data by the sender to the receiver. Then the packets are 

dropped by the receiver. 

 

 
Fig.8 Nodes vs. Dropping_ratio 

 

 

 

 

 

 

High delay 

 

 
Fig.9 Traffic vs. Delay 

 

The figure 9 represents the comparison of traffic with 

delay. When there is no synchronous communication taking 

place then that leads to delay. Due to increase in delay the 

channel leads to traffic. 

 

Restart 

 

The figure 10 represents the comparison of node with 

ON state. During ON state the node functions to the 

maximum extent. 

 

 
Fig.10 Nodes vs. ON 
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The figure 11 represents the comparison of nodes with 

OFF state. Due to circuit failure the node gets restarted 

and when it gets OFF state then there is no operation 

done. 

 
Fig. 11 Nodes vs. OFF 

 

Message Loss 

 

 
Fig. 12. Nodes vs. Dropping_ratio 

The figure 12 represents the comparison of interval 

with dropping ratio. When the buffer gets overloaded and 

there is no transmission channel allocated for transmission 

then the packets are dropped. Hence the dropping ratio gets 

increased. 

 

 

V.CONCLUSION AND FUTURE WORK 

 

Wireless Sensor Networks have created wide range of 

challenges that still needs to be addressed. The impact of 

wireless sensor networks on our day to day life can be 

preferably compared to what Internet has done to us. The 

sensor nodes are deployed in harsh environments which 

lead to failure of the sensor nodes. The Fault Identification 

Technique is employed to identify the taxonomy of sources 

of the faults such as energy depletion, hardware failure, 

improper channel allocation, communication link error, 

buffer failure and so on. Thus the FIT helps in identifying 

almost all the faults and improves the lifetime of network 

connectivity. The future work can be focused on finding the 

recovery method using a minimal number of solutions. 
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